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BJ1IACHI YHIKTAJ'IbHI
PO3POBKM PILLEHD
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T EXHIKA—4—= | - KIBEPBYHKEF™ ———

CEPIMHE BUPOBHULITBO 3AXULLEHOI TEXHIKW: ' KIBEPBYHKEP — hisn4HO Ta n0rivyHo isonboBaHe {
BiJ OCHOBHMX Ta PE3EPBHUX MEPEX CEPEAOBMLLE e
Ansa 6e3neyvyHoro 36epiraHHA KOHMIgEHLiAHNX
OaHVX NPOTSAroM HEOOMEXEHOro nepiogy

® EnekTpoHHa ob4ncatoBasibHa MawmHa EOM-T
(poboua cTaHuia (EOM-T10), cepsep (EOM I11),
MOHO610K (EOM-TTM)

® T[lpunagn camoxigHMx 06’€KTIB (CMCTEMHI 610KM,
cepBepU, MOHITOpU, AXXepena 6e3nepebiiHoro MEPEBAIU PILLEHHS:
XXMBNEHHS), CTiMKi 4O MeXaHiYHWX i KniMaTUYHUX .
BMN/IUBIB

BukopucTaHHA L€l apXiTeKTypu 4O3BONSAE

3axXUCTUTUCA Bif Pi3HOMaHITHNX He6e3nek,

30KpEeMa, 3arposum Ksiacy ransomware

(nporpam BumMaradis), o06MeXUTH

PO3MNOBCIOAXEHHSA LWKiA/IMBOro NnporpaMHoro

LlinicHicTb pe3epBHUX KOoMii 3a6e3neyYeHHs Ta 3HU3UTU KiNbKiCTb AOCTYMHUX
{ 310BMMCHUKaM BEKTOPIB aTak

® BigHOBNEHHSA ,u,ame'y BMMNAOKy ataku \

® |HWe MepexeBe Ta TeNIeKOMyHikaujliHe BiAGYBAETLCS 3 MYEHI XBUINHM

yCTaTKyBaHHS

= ’ "
3 o 5 XWUCT Bif CKNAgHUX Ki TakK
® Bigeo IP-tenedoHun “KamepToH SPYICT B CRmA Gepara

® |HCTpPyMEHTM 478 PO3CNigyBaHHSA KiGepiHLUMAEHTIB —

Cy4acHa maTepiasibHO-TeXHiI4YHa 6a3a, BUCOKUM
piBEHb HAayKOBO-TEXHIYHOro CTaHy Ta 6araTopiyHuii
AocBia po6iT B HANPAMKY po3po6Ku, BUroTOB/IEHHSA
Ta cepBicy TEXHIKW, 3aXULLEHOI Bif BUTOKY
iHdopmMaLii TexHiYHMMKU KaHanamu

“IT-IHTerpaTtop” Ma€ AOCBIA peani3aLil pagy NPOEKTIB
noay6oBwu KibepObyHKepiB 419 BULLMX OepPXaBHUX
opraHiB YkpaiHu Ta nignpueMcTB KPUTUYHOT
iHppacTpykTypU

e =

AOKYMEHTU A9 BEAEHHA AIA/IbHOCTI:

® Ceptudikauii ISO 14001:2015, ISO 9001:2015,
ISO/IEC 27001:2022

® JliueHsii Ha NpPoBagXXEHHA FOCNOAAPCHKOT
[ianbHOCTI 3 HagaHHa nocayr y ranysi K3l ta T3l,
3aTBEpOAXEHi PilweHHAMYK [ep>xaBHOI Cy>xou
cneuianbHOro 3B’A3Ky Ta 3axMUCTy iHhbopMauir

® CneuianbHuii AO3BIN Ha MPOBaAXEHHSA AiANbHOCTI,
MOB’A3aHOI 3 A4EPXKABHOK TAEMHULLEIO




KIBEPEE3I'EKA OATA-LIEHTPL
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Tier 1: Partial Tier 3: Repeatable AyauT i npoekTyBaHHs BCix nigcuctem LIOA,
Next Generation Firewall Web Application Firewall 8 TaKoX MRRYIBHHRE ‘ana'ueHTp'B i
Asset & Patch Management Network Detect & Response %ﬁ:gg&l:gg;ﬁféamgépgéﬁs:ﬁ:cﬂbgﬁﬁ;pymypa
Endpoint Protection AD Enhanced Security PosnogineHi katacTpodocTiiiki LIO
Multifactor Authentication Security Information Events Manager FinepKoHBEpreHTHi cucTemm

Enterprise Mobility Manager Mo6yaoBa iHhpacTPyKTypu, OPiEHTOBAHOT

Tier 2: Risk Informed Data Loss Prevention Ha popatku (SDN)

Secure Web Gateway Database Firewall LLndppyBaHHa aaHnx mix LIOA
Network Access Control CepgicHa nmigTpuMka Ta aytcopcuHr LIO
Vulnerability Management Tier 4: Adaptive
Cyber Deception System Cloud Access Secure Broker
Endpoint Detect & Response Policy Management & Compliance
Secure Mail Gateway Attack Surface Management
Privileged Access Manager Security Orchestration Automation &
Response

eXtended Detect & Response

User Entity Behavior Analysis . 3
PeanisoBaHi npoekTu:

' Fe— " Identity & Access Manager AB “MiBaeHHMI"

KpepobaHk

HauioHanbHWi BaHk YkpaiHu

YKpTenekom
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-~ 3 _ PeanisoBaHi npoekTh:
e e 8 2
cefil : h OTEK MA Bopucnins
2 _-". HBY YKp3anisHunus
55 KMY
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HOPACTPYKTYPA —— MIFPALISI Y XMAPY —
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Bh { ® JlokanbHi Mepexi : ' ®  Ayaut IT-iHbpacTpyKTypKn AN OUiHKK
G o é A b 4 4 rOTOBHOCTI Mirpauii
PeanisoBaHi npoekTu: PosnogineHi kopnopatneHi Mepexi
® . KabiHeT MiHicTpiB YKpaiHu ® bBezgpotoBi Mepexi Wi-Fi 3 cepBicom reonokadil KohEyanTalilly SHORLRNATIRENE
. > A .

* Totens “Aloft” (Marriott) i PO3LUMPEHOIO aHAITUKOO Po3pobka niaHy mirpadii

: < i ) ] g - :
® . HallioHansHI Babk YKpainm FporpamHo-kepoBaHi mepexi (SDN-piLleHHs) Pe3epBHe KoniloBaHHA y XMapy

o . A : Bt :

* YkpHadTa .CVICTeMl/I yNpaBAiHHA MEPEXEBOIO lNicnaaBapinHe BiAHOBIEHHA

' Iy PaEIRYKIEO0IC ® KepyBaHHS XMapHOO iHhpacTpyKTypoto
® KoHuepH ManHadToras _ .

YHichikoBaHi KOMyHikauii o< MGcrm SHI6EpoaS TeriA

XmapHi nnatdopmu

® Amazon Web Services
® Microsoft Azure

® VMware Cloud on AWS

® Oracle Cloud




3ABE3INE=4YEHHA
BE3IMNEPEPBHOCTI BIBHECY
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elif _operation = i
| mirror mod.use x = False
mirror_mod.use_y = False
mirror_mod.use_z = True

‘T iR

#selection at the end -add back the deselected mirror modifier object
mirror_ob.select=1 | XI1l
modifier ob.select=1
bpy. context.scene.objects.active = mdifier_ob

print("Selected” + str(wodifier_ob)) & modifier ob is the active ob -

Buirror_oh,select = 0
Wi o By mhadt et

VSAN - nporpamHo-BM3Ha4yeHa cmMcrema
36epiraHHs, Wo A03BONSE NOOyayBaTH
cuctemy 36epiraHHd, PO3TArHYTY Ha Kislbka
nata-ueHTpiB

NSX-T — nporpaMHo-BU3Ha4€eHa
MepeXeBa MiagcucTema, LWo A03BOJSE
6yayBaTh PO3TArHyTI Ha Kinbka
[AaTaueHTPIiB Mepexi Ta 3abe3neyuntm
MiKpocermeHTauito mepexi ong il 3axucry

Site Recovery Manager — cucrema,

O AO3BONSE aBTOMATM3yBaTu cueHapil
nepeMmnKaHHs Ha pe3epBHi MaigaHuYnKn
3a NoTpeobu

OHOB/IEHHSA CEPBICHUX KOHTPAKTIB

Ta nporpaMHoro 3abesne4vyeHHs Ha
OMNTMMasIbHUX yMOBAaXxX 4719 NigBULLEHHS
piBHA Kibepbe3nekun Ta hyHKLioHany

PilweHHs, Wo A03BONAIOTb OpraHisyBaTm
6e3nepepBHicTb cepBiciB a6o npocTuii
nepexig Ha pe3epBHi MangaH4YUKN

y pasi katacTtpoch

SMART & SAFE= CITIES

= e ————

€OWHWIA KOMaHOHWA LLEHTP KOHTPO/IO
Ta ynpaBniHHA

Micbkuii LLleHTp 06pPO6KN AaHnX
Cucrtema onosiweHHs (MACLIO)
KoHTaKT-LEeHTP

YHiBepcasibHa TpaHCNoOpPTHa MEPEXa

lNporpaMHo-anapaTHWUn KOMMIEKC
BiJeOCNOCTEPEXEHHS | BiAeOaHaNTMkn

Cuncrtema MOHITOPUHIY Ta ynpaBAiHHA OPOXHIM
TPadhikoM i rPOMaACbKUM TPAHCMOPTOM

YnpaBniHHA napKyBaslbHUM NPOCTOPOM
MOHITOPUHI HABKO/TMLUHBOIO CEPEAOBULLA
YnpaBniHHA OCBIT/IEHHAM

Micbkuii noptan

PeanizoBaHi npoekTu:
3anopisbka Micbka paga
JlyubKuiA MiCbKUA LIeHTP

Micto BoropyxiB




——— FIAAIO3B'ABOK | | } ol ( IHHXEHEPHA
TA 3ACOBM KOMYHIKALI,I / '

' B — IHOPACTPYKTYPA

B ymoBax BOEHHOro 4Yacy HasiBHiCTb HaginHMUX ' ® CTpykTypoOBaHi kabefbHi cnctemm
Ta 6e3neYHnx 3aco6iB 3B’A3KY KPUTUHHO BaX/IMBa

® EneKTpoTexHiYHi pilleHHs Ta gxepena
= 6e3nepebiiHOro XnBNEeHHN

\

® CuctemMu KOHAMLIOHYBaHHS

PiweHHs ®  ®i3nyHa 6e3neka: CUCTEMN KOHTPO/IIO AOCTYMY;

® HaseMHuIn MobGiNbHWIA pagio3B’A30K BiHGOCI‘IOCTepeXG_HHﬂ} NOXeXHa .6e._3neKa;

\ - OXOpPOHHAa cUrHani3aLis; iIHTerpoBaHi KOMMAIEKCH
® LTE-piweHHs Anga rpoMagcbkoi 6e3nekun 6e3neKku; CUCTEMU OFOBILLIEHHS TOLLIO
® T[lporpamHe 3ab6e3neyeHHs ons °

) ) ; AypioBisyanbHi KOMMIeKcn
PYHKLiOHYBaHHSA CUTYaLIINHNX LIEHTPIB

® BigeoHarnag ta aHanitMka

5 5 h : : PeanizoBaHi npoekTu:
“IT-IHTerpatop” Mae HaMBMLLMIA CTaTyC MAapTHEPCTBA . )
Ta NPAMUIA KOHTPaKT 3 Motorola Solutions, wo Apceniop Mittan
[O3BOJIFE 30INCHIOBATY LWBWAKI NQCTAaBKW MPOAYKLIT ® A30BCTaNb

3a onTMManbHNMU Ll,iHaMI/I
® KwiBeHepro

® Apgwmipan Kny6

¢ Tlorteni Cnopr, Aloft




BJ/IACHE BUPOBHNLITBO
K TA CEPBEPI

PRIME PC SOLO30-VR

MoTy>xHa po6o4a cTaHuiga ansa HaB4YaHHA onepatopis BIMTJ1A 3 BUKOPUCTAHHAM TEXHOOTIT
0OMNOBHEHOI peanbHOCTI

Lli MK moxyTb 6yTn peani3oBaHi B Pi3HWUX KOHMIrypauisx 3anexHo Bia Uinewn, 3aBgaHb, dopmarty
HaBYaHHS Ta NOAANbLIOro BUKOPUCTAHHS

KoxxHa koHkpeTHa mogenb Takoro MK pospobngetbca komaHaoto Prime PC BignoBigHo Ao notpe6
knieHTa. CTaHgapTHe pileHH: peani3yeTbcs B 3pyd4HOMY Koprnyci ATX GameMax Aero 3 NoTy>XHUM
6/10KOM XWBJ/IEHHS Ta MPOAYMAHOIO CUCTEMOIO BEHTU/ALT, TAKOX € MOX/IMBICTb BUKOPUCTOBYBATU
LLUMPOKMUI CNEKTP iHLWNX KOPMYCiB 3a 6aXaHHAM Ta BMUMOramy 3aMOBHUKA

B1po6HMLTBO 064MCOBANBHOT TEXHIKW

nig TM “PrimePC” po3no4vanocs 15 cepnHsa
2000 poky. CborogHi BUpoOHM4MiA Nigpo3ain
Prime Computers € ogHuM 3 nigepis

Ha YKpPaATHCbKOMY PUHKY 3 BUnycky MK

Prime Computers nponoHye cy4acHi mogerni,
B TOMY YMC/li 3 MOX/IUBICTIO iHAMBIAYaNbHUX
3aMOB/1eHb Nia KieHTa

LLnpokuii mogeneHn psg AO3BOSE
nigiépatv onTMMarsibHe pilleHHSA

B 3a/1€XKHOCTI BiA Uinew ta 3aBAaHb
3aMOBHWKa

KoHBe€epHMIA TN BUPOOGHMLUTBA
Ao3Bonf€ 3a6e3nevyBaTy BeNUKI
BUPOGHUYI MOTYXHOCTI:

0o 100 cepBepiB 3a MicsALb

po 2500 lNK 3a micsaub

"t




TOB “IT-IHTEPATOP"

Byn. Cim’i bpoacbkux, 31-33
KuiB, 03057, YkpaiHa
+380 44 538 00 69
info@it-integrator.ua
www.it-integrator.ua
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