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NepeaymoBu XDR: Network & SeCﬁ\Qty\ transformation

Centralized Decentralized

Internet/
cloud

Simple, Agile,
Flexible Performance

Exceptional User Experience
State of the Art Cyber Security
Reduced Total Cost of Ownership (TCO)
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The enterprise perimeter is no longera -
location; it is a set of dynamic edge
capabillities delivered when needed as a
service from the cloud. ,,

Gartner: The Future of Network Security is in the Cloud,
Neil MacDonald, Lawrence Orans, Joe Skorupa, 2019
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Cisco Security Reference Architecture
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Enter XDR

Gartner defines Extended Detection and Response (XDR) as a

and correlates data from multiple proprietary security components.

First, it must

of historic and
real-time event data in
common formats and make
it available for fast indexed
searches.

that automatically collects

Second, it must use

to analyze huge
amounts of telemetry data from
multiple products to detect
subtle malicious activity.

Lastly, it must offer

to

take care of routine tasks that

— Or

even proactively improve
protection and posture.
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Don’t Trust Everything Labeled XDR

The concept of XDR , butitis
in practice

in meaningful ways is the central
of building an effective XDR platform

are often built and

generally , compatible structures,
and data

form partnerships to make XDR claims,
but due to the , hon-native , they
can’t deliver on the promise of XDR




A Cisco’s Interpretation of XDR

We believe a robust XDR solution should:

* Bring together many different control points

and data sources — “X”
 Make detection smarter and faster with

machine learning-enhanced analytics — “D”

* Reduce dwell times through easier
investigations, faster responses, and more

automation - “R”
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The top six data sources that customers believe are essential for an XDR are
Endpoint, Network, Firewall, Identity, Email, and DNS

- Essental A

&

Count Share
Fr%,@ Endpoint 255 35 0% ) Cisco Secure Cisco / Meraki
' Client (Networking)
T Network 226 75.3%
Firewall 207 69.0% g")
@ Identity 191 63.7% Firewall Threat
_ Defense (FTD)
< Email 179 59.7%
DNS 140 46.7%
- — I e
> Public Cloud 137 45.7%
Email Threat Umbrella
Non-Security Sources 36 12.0% Defense (ETD)
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Cisco XDR. LleHTp KepyBaHHSA
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Cisco XDR. Po3cniayBaHHA
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Cisco XDR. Po3Bigka
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Cisco

XDR

Control Center

Incidents

Investigate

Intelligence

Automate

Assets

Client Management

Administration

Workflows

Workflows allow you to investigate security events, automate responses, and eliminate
repetitive tasks by using activities, logic, and even other workflows to communicate with
other systems and resources. From here you can access, create, and import workflows.

All Workflows 222~ Recents Favorites 0

Workflows
Search Status Category
o} | | Select v | | Select v Reset All
Refresh Incidents - Updated . Clean API Clients *
mavander@cisco.com mavander@cisco.com
ﬁ Last Modified: Mar 19, 2024 {:g Last Modified: Mar 19, 2024
Submit URL to Threat Grid an... Updated ., Automation Rule Placeholder
dcloud_sxv2_admin@cisco.com mavander@cisco.com
[Submit URL to Threat Grid] [Supported observable: URL] Workfl
ow Description: When triggered, this workflow will submit a URL t
o Threat Grid for...
%7  Last Modified: Mar 19, 2024 SecureX +1 37  Last Modified: Mar 19, 2024

Updated

@ Validated

140 dcloud
@ L0 8K fudse

dCloud Orchestration Sandbox... 2 Invalid

dcloud_sxv2_admin@cisco.com

dCloud Orchestration Sandbox 70

57 Last Modified: Mar 19, 2024

Take Orbital Forensic Snapsh... © Updated

dcloud_sxvZ_admin@cisco.com
[Executes an Orbital forensic snapshot] [Supported observables:

IP address, hostname, AMP GUID] Workflow Description: When tr
iggered, this workflow...

S Last Modified: Mar 19, 2024 SecureX +1
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Our XDR solution focuses on the important

tasks

Simplicity

Integrate technology
together with true
turnkey interoperability

Visibility
Accelerate time to detect
and investigate threats

and maintain contextual
awareness

Efficiency

Accelerate
time to remediate
and automate workflows to
lower costs and
strengthen security
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Easy to buy tiers for Cisco XDR

Cisco XDR Cisco XDR
Essentials Advantage
Full-featured XDR All features
+ in Essentials
Native integration +
of the full Cisco security Integrations with
portfolio extensive list of
+ third-party tools

Talos and third-party
threat intelligence
enrichment

Cisco XDR
Premier

All features in
Advantage
+
Managed extended
detection & response
(MXDR) delivered by
Cisco CX

Buy a la carte or as a part of the new Breach Protection Suite.
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Introducing security only Cisco can deliver
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Cisco Security Cloud

- Firewall Protection >




l'llll"l
CIsco
Partner

IT.INntegrator

Introducing security only Cisco can deliver

Posture & Auth Management Endpoint Security Email Security Experience Insights*
Remote Browser Isolation Security Service Edge*

Email Threat Cisco Secure Access Secure
Defense Endpoint
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Introducing security only Cisco can deliver

IT.INntegrator

Workload Security

Application Security

Vulnerability Management Attack Surface Management

Multicloud Defense

23 S e @

Cisco Multicloud Cisco Cisco Secure Cisco Attack Cisco Cloud
Defense Vulnerability Workload Surface Application
Management Management Security



Secure Network

Email Threat Defense .
Analytics

Secure

Cisco XDR Endpoint

Impact

Initial Access TTP Deployed

Persistence Defense Evasion

Process Lateral
Injection Movement

Breach Protection Suite is a foundation for small-to-medium SOC
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HacTynHI KpOKW:

BnacHuK / IHBecTop
CrparTeria

EdbeKTnBHICTb BizHecy
(CIA)

+
diHaHCcOBAa
edbEeKTUBHICTb
(TCO, ROI)

NMPOEKTYBaHHA Ta BNMpoBaAXEHHA

IT /16 AnpeKuis
LLini

[MpocToTa, BuammicTs,

EpeKTnBHICTb

+

IHTerpauis,

ABTOMATU3ALA

+

Kagpose

3abe3neyeHHs

BuKOHaBU,
3aBAaHHA

AXepena
(EDR, NDR, FW, Identity,
e-mail, DNS, Ckoud)

+
Bupob6HUKM
(Cisco, 3t party)

+
PyHKUiOHaN
(peanisauina uinemn)

[MOBHUN UMK cuctemHol iHTerpauii: NMpoekTyBaHHA, BnpoBagKkeHHs, MNiaTpumKa ekcnayatauii



XDR Resources

Additional Resources

Where can you learn more about Cisco XDR?
« Cisco XDR At a Glance
« Cisco XDR Overview Video

« An XDR Primer: The Promise of Simplifying
Security Operations Position Paper

 Cisco XDR: Security Operations Simplified
eBook

 Five Ways to Experience XDR eBook
« XDR Buyer’s Guide

Cisco XDR on Cisco.com
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https://www.cisco.com/c/dam/en/us/products/collateral/security/xdr/xdr-aag.pdf
https://video.cisco.com/detail/video/6322229984112
https://cisco.com/c/en/us/products/collateral/security/xdr/xdr-primer-simplifying-security-operations.html
https://www.cisco.com/c/en/us/products/security/cisco-xdr-security-operations-simplified-ebook.html?utm_medium=web-referral&utm_source=cisco&utm_campaign=XDR-FY23-Q3-Content-Ebook-Security-Operations-Simplified&utm_term=pgm
https://www.cisco.com/c/en/us/products/security/5-ways-to-experience-xdr-ebook.html?utm_medium=web-referral&utm_source=cisco&utm_campaign=XDR-FY23-Q3-Content-Ebook-5-Ways-To-Experience-XDR&utm_term=pgm
https://www.cisco.com/c/en/us/products/collateral/security/xdr/xdr-buyer-guide.html
https://cisco.com/go/xdr
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