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CEPIVHE BUPOBHULITBO 3AXULLEHOI TEXHIKW: KIBEPBYHKEP — hi3n4yHo Ta noriyHo i3onboBaHe |
Bifj OCHOBHMX Ta PE3EPBHUX MEPEX CEPEeoBMLLE e
Ansa 6e3neyvyHoro 36epiraHHA KOHMIgEHLiAHNX
[AHWX MPOTAroM HEOOMEXEHOro nepiogy

® EneKTpoHHa o64uncntoBanbHa MalwmHa EOM-TT
(poboua cTaHuia (EOM-T10), cepsep (EOM I11),
MOHO610K (EOM-TTM)

® [punagn camoxigHux 06’€KTIB (CUCTEMHI 610KM,
cepBepU, MOHITOpU, AXXepena 6e3nepebiiHoro FNMEPEBATU PILLEHHA:
XXMBNEHHS), CTiMKi 4O MeXaHiYHWX i KniMaTUYHUX .
BMN/IMBIB

BukopucTaHHS L€l apXiTeEKTypu [O3BONSAE

3axXUCTUTUCA Bif Pi3HOMaHITHMX He6e3nekK,

30KpPEeMa, 3arposm Kjacy ransomware

(nporpam Bumarauis), o6MeXUTn

PO3MNOBCIOAXEHHS LWKiA/IMBOro NporpaMHoOro

LlinicHicTb pe3epBHUX KOMii 3a6e3neyYeHHs Ta 3HU3UTU KiNbKiCTb AOCTYMHUX
: 310BMMCHUKaM BEKTOPIB aTak

® BigHOBNEHHS AaHWX y BUMNAaAKy ataku &

® |HWe MepexeBe Ta TeNleKOMyHikauiliHe BiAGYBACTLCS 3 MYEHi XBUINHM

yCTaTKyBaHHS

~ : ;
: b 5 XWUCT Bif CKNAgHUX Ki TakK
® Bigeo IP-tenedoHun “KamepToH & S CTEICIRT Gepara

® |HCTpyMeHTM ON9 PO3CnigyBaHHA KiGepiHLUMAEHTIB =

Cy4acHa maTtepiasibHO-TeXHiI4YHa 6a3a, BUCOKUM
piBEHb HayKOBO-TEXHIYHOrO CTaHy Ta 6araTopiyHuii
AocBia po6iT B HANPAMKY po3po6Ku, BUroTOB/IEHHA
Ta cepBicy TEXHIKW, 3aXULLEHOI Bif BUTOKY
iHdopMaLii TexHiYHMMKU KaHanamu

“IT-IHTerpaTtop” Ma€ AOCBIA peani3aLil pagy NPOEKTIB
noay6oBwu KibepOyHKepiB 419 BULLMX AepP>XaBHUX
OpraHiB YKpaiHu Ta niganpuemMcTB KpUTUYHOT
iHbpacTpyKTypM

I =

AOKYMEHTU ANg BEAEHHA AIA/IbHOCTI:

® Ceptudikauii ISO 14001:2015, ISO 9001:2015,
ISO/IEC 27001:2013

® JliueHsii Ha NpoBagXXEHHSA FOCNOAAPCHKOT
[ianbHOCTI 3 HagaHHa nocnyr y ranysi K3l ta T3l,
3aTBEpOAXEHi PilweHHAMYK [dep>xaBHOI Cny>xou
cneuianbHOro 3B’A3Ky Ta 3axXMUCTy iHhopMauir

® CneuianbHuii 4O3BIN HAa NPOBAAXKEHHSA AiANbHOCTI,
MOB’A3aHOI 3 A4EPXKABHOK TAEMHULLEIO




KIBEPESE3MEKA | OATA-LIEHTPLA

It A

Tier 1: Partial Tier 3: Repeatable AyauT i NpoekTyBaHHs BCix nigcuctem LIOA,
Next Generation Firewall Web Application Firewall a Takox MOANTSE S ‘ana'ueHTp'B
Asset & Patch Management Network Detect & Response %ﬁ:g;:gal%?ggzrfbamgépgéﬁsgﬁdgcnpgﬁﬁ;pymypa
Endpoint Protection AD Enhanced Security PosnogineHi katactpodocTiiiki L0
Multifactor Authentication Security Information Events Manager FinepKoHBEpreHTHi cucTemm
Enterprise Mobility Manager Mo6yaoBa iHhpacTPyKTypu, OPiEHTOBAHOT
Tier 2: Risk Informed Data Loss Prevention Ha popatku (SDN)
Secure Web Gateway Database Firewall LLndppyBaHHa aaHnx mix LIOA
Network Access Control CepgicHa nmigTprMka Ta aytcopcumHr LIO
Vulnerability Management Tier 4: Adaptive
Cyber Deception System Cloud Access Secure Broker
Endpoint Detect & Response Policy Management & Compliance
Secure Mail Gateway Attack Surface Management
Privileged Access Manager Security Orchestration Automation &
Response

eXtended Detect & Response
User Entity Behavior Analysis

PeanizoBaHi npoekTy:
Identity & Access Manager

=9

AB “lNiBoeHHuI’
Kpepob6aHk
HauioHanbHWi BaHk YkpaiHu
YKpTenekom
PeanizoBaHi npoekTu:

OTEK MA Bopwucninb

HBY YKp3anisHuuga

KMY
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) { ® JlokanbHi Mepexi : ®  Ayaut IT-iHbpacTpyKTypKn AN OLiHKK
. o s e 0 \ ; rOTOBHOCTI Mirpauii

PeanisoBaHi npoekTu: Po3nogaineHi kopnopaTtneBHi Mepexi

} H 7
®. KabiHeT MiHicTpiB YKpaiHu ® bBezgpotoBi Mepexi Wi-Fi 3 cepBicom reonokadil KoHEYARTaLIRY SHOEELANATIREIGY

y : A |

* Totens “Aloft” (Marriott) i PO3LUMPEHOIO aHAITUKOIO Po3pobka niaHy mirpauii

| 3 . | X g ~ ’
® HaLioHansHIH Babk YKpainu [NporpamHo-kepoBaHi Mepexi (SDN-piLleHHS) Pe3epBHe KonitoBaHHA Yy XMapy

° i ° . e :

® VkpHadTa ﬁggzgrpzx;;gzm MepeXeBOoo lNicnaaBapinHe BiAHOB/IEHHA

; 3 .
® KoHuepH ManHadtoras : KepyBaHHSA xMapHOI0 iHhPaCcTPYyKTYpOIo

YHichikoBaHi KOMyHikauii o MScMyru Ixi6epcaniari

XmapHi nnatdopmu

® Amazon Web Services
® Microsoft Azure

® VMware Cloud on AWS

® Oracle Cloud
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—YEHHS
BE3MEPEPBHOCTI BISHECY

VSAN - nporpamHoO-BM3Ha4yeHa cmcrema
36epiraHH4, Wo A03BONSE NOOyayBaTH
cuctemy 36epiraHHd, PO3TArHYTY Ha Kislbka
pata-ueHTpiB

NSX-T — nporpaMHo-BM3Ha4€eHa
MepexeBa NigcMcTema, Lo 4O3BONSE
6yayBaTh PO3TArHyTI Ha Kinbka
[AaTaueHTpiB Mepexi Ta 3abe3neyntm

SMART & SAFE= CITIES

€OVHWIA KOMaHOHWIA LLEHTP KOHTPOIO
Ta ynpaBniHHA

Micbkuii LLeHTP 06PO6KN AaHnX
Cucrtema onosiweHHs (MACLIO)
KoHTaKT-LEeHTP

YHiBepcanbHa TPaHCMopTHa Mepexa

MiKpocermeHTauito mepexi ong i 3axucry

Site Recovery Manager — cucrema, r!pOFpaMHO-anapaTHm Kommnekc //
pe— L0 JO3BONMAE aBTOMaTM3yBaTV|HCLI.eHapi.I. BIAEOCMNOoCTepPEeXeHHSA | BiaecoaHa/llTUKn y,
‘T332 8% gae%%'i'”gg;"m HGIPESERRMMan LB CucTeMa MOHITOPUHIY Ta yNpaBAiHHS JOPOXHIM y
mirror_mod.use y = False P TPadhikoM i rPOMaACbKUM TPAHCMOPTOM /
mirror mod.use z = True OHOB/IEHHS CepPBiCHUX KOHTPAKTIB . ¢
= b Ta NporpamHoro 3a6esne4yeHHs Ha YnpaBniHHS NapKyBasibHUM NMPOCTOPOM
#selection at the end -add back the deselected mirror modifier object BPE;TSQAi?éb:ggeéﬂ%ilanﬁgncgywﬁsigﬁgﬁ;q MOHITOPWHI HABKO/IMLWHLOIO CePeAOBULLA
mirror_ob.select= 1 & ) !
modifier ob.select=1 el YNpaB/iHHA OCBITNEHHAM
bpy.context.scene.objects.active = modifier_ob Mi 7
int(® . s icbkuiA mopTan
print("Selected” + str(modifier_ob)) # modifier ob is the active ob - P
Buirror_oh.select = 0 . |
b 1Y

. . PeanisoBaHi npoekTu:
PilleHHS, WO A03BONSAIOTb OpPraHisyBaTu P

6e3nepepBHicTb cepBiciB a6o npocTuii 3anopi3bka Micbka paga
nepexig Ha pesepBHi MangaH4YUKN

y pasi katacTpod Jlyubkui MicbKui LLEHTp

Micto BoropyxiB
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B ymoBax BOEHHOro 4Yacy HasiBHiCTb HaginHMUX ' ® CTpykTypoOBaHi kabesbHi cnctemm

Ta 6e3neYHnx 3aco6iB 3B’A3KY KPUTMYHO BaXK/IMBa ® T
EnektpotexHiyHi pilleHHA Ta oxepena

= 6e3nepebinHOro XMBNEHHSA

® CucremMun KOHOMLIOHYBaHHS
PiweHHa °

®disnyHa 6e3neka: CUCTEMU KOHTPO/TIO AOCTYY;
®  HaseMHUi MOGiNbHWIA Padio3B’sI30K Bi.ueocnoaepe)Ke_HHﬂ_; MOXexXHa 6e_3neKa;

g . OXOPOHHAa CUrHanisauis; iHTerpoBaHi KOMMIEKCHU
® LTE-pilWleHHsa ang rpoMafacbkoi 6e3neku 6e3neKku; CUCTEMU ONOBILLIEHHS TOLLIO
® [lporpamMHe 3a6e3nedyeHHs angd °

i 1 : AypioBisyanbHi KOMMIeKcH
PYHKLiOHYBaHHA CUTYaLIINHNX LIEHTPIB

® BigeoHarnag ta aHanitMka

i 4 v - . PeanisoBaHi npoekTu:
“IT-IHTerpaTop’” Ma€ HanBULLNIA CTaTyC MapTHEPCTBA . :
Ta NpAMUIA KOHTPaKT 3 Motorola Solutions, wo Apcenop MitTan
[O3BOJIFE 30INCHIOBATH LWBWAKI NQCTAaBKW MPOAYKLIT ® A30BCTaNb

3a onTMManbHNMU Ll,iHaMI/I
® KwiBeHepro

® Apmipan Kny6

¢ Tlorteni Cnopr, Aloft




BJ/IACHE BUPOBHNLITBO
K TA CEPBEPI

PRIME PC SOLO30-VR

lMoTy>xHa po6o4a cTaHuiga Ansa HaB4YaHHA onepatopis BIMTJ/1A 3 BUKOPUCTAHHAM TEXHOOTIT
0OMNOBHEHOI peanbHOCTI

Lli MK moxyTb 6yTn peanisoBaHi B pi3HWX KOHMIrypauisx 3anexHo Bia uinewn, 3aBgaHb, dopmarty
HaBYaHHS Ta NOAANbLIOrO BUKOPUCTAHHS

KoxxHa koHkpeTHa mogenb Takoro MNK pospobngaetbca komaHaoto Prime PC BignoBigHo Ao notpe6
knieHTa. CTaHgapTHe pileHH: peani3yeTbcs B 3pyd4HOMY Koprnyci ATX GameMax Aero 3 NoTy>XHUM
6/10KOM XWBJ/IEHHS Ta MPOAYMAHOIO CUCTEMOIO BEHTU/ALT, TAKOX € MOX/IMBICTb BUKOPUCTOBYBATU
LLUMPOKMI CNEKTP iHLINX KOPMYCiB 3a 6aXaHHAM Ta BMUMOramy 3aMOBHUKA

B1po6HMLTBO 064YMCOBANIBHOT TEXHIKW

nig TM “PrimePC” po3no4vanocs 15 cepnHsa
2000 poky. CborogHi BUpoOHW4MiA Nigpo3ain
Prime Computers € ogHuM 3 nigepis

Ha YKpPalHCbKOMY PUHKY 3 BUNycky MK

Prime Computers nponoHye cy4acHi mogerni,
B TOMY YMC/li 3 MOX/IUBICTIO iHAMBIAYaNbHUX
3aMOB/1eHb Nia KieHTa

LLinpokuii mogeneHin psag A03BOMSE
nigiépaty onTMMarsibHe pPilleHHSA

B 3a/1€XKHOCTI BiA Uinen Ta 3aBAaHb
3aMOBHWKa

KoHBe€epHMIA TN BUPOOGHMLUTBA
[o3Bo/fA€ 3a6e3nevyBaTy BeNUKI
BUPOGHUYI MOTY>XHOCTI:

no 100 cepBepiB 3a MicsALb

po 2500 lNK 3a micsaub

"t




TOB “IT-IHTEPATOP"

Byn. Cim’i Bpoacekux, 31-33
KuiB, 03057, YkpaiHa
+380 44 538 00 69
info@it-integrator.ua
www.it-integrator.ua
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