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IT.Integrator AKTYAJbHI ®AKTU NPO "IT-IHTETPATOP"

HAUBIbLLUW 1,9 mnpA rpH

PO3POBHVIK | MOCTAYANBHWK 0bir komnaHii 3a
IT-PILLEHBb -
ANS gepXXaBHOro Ta KOMepPLMHOro 2023 pl K
CEKTOpIB B YKpaiHi

MEPEXA
Ne1 PITIN
Y PEMTMH'__y _ Mo BCiK KpaiHi
CUCTEMHUX iHTErpaTopis
YkpaiHu

BJTIACHI
NMAPTHEPCTBO yH I KA” b H I
3 MOHAQ 50 PILLEHHA
BEHOOPAMM TA PO3POBKW,

30Kpema, BUpOBHMLUTBO

Ta HasABHICTb NPAMMX KOHTPAKTIB > _
3axuLLEHOT TEXHIKK
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KIio4oBI NAPTHEPU

< Gold Partner >

vimware

( Select Partner )

ArC

by Schneider Electric

< Elite Partner >

TR
Hewlett Packard ORACLE
Enterprise
( Silver' PN er ) Partner Network
Member
D&LLTechnologies ot
< Gold Partner ) < Platinum Partner>
% VERTIV. W
HUAWEI

< Authorized Partner > < Gold Partner >

BinbLwe iHpopmauil: https://it-integrator.ua/partners

1 NetAppr

C Gold Partner )

o Microsoft

< Gold Partner )

milestone

The Open Platform Company

<Advanced Partner )
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[MpomucrnoBsicTb

TpaHcnopT Ta
noricTuka

TopriBns Ta
cdpepa nocnyr

FANTY3EBA CIMNELUUN®DIKA

[lep>xaBHi
opraHisauil

Cunosi CTpyKTypU

BaHku Ta
CTpaxyBaHH4A

o0
od
od
[e=]=
od
[=

[=]

KomyHarsnbHi
nignpnemMcTea
Ta MicTa

MEK, kputnyHa
IHppacTpykTypa

OcsiTa
Ta MeguumnHa



IT.INntegrator KNIOYOBI KNIEHTU

5.4 |
m ZUE » KredoBank 4.2 METIHBECT®
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VY3mm  SAMOPIXCTAAb UZ @i AHTOHOB e

YKPEHEPTOQ YKPTENeKoM

SHEPrETHEHD KoMnaNIa

MinicTepcTBO
( ( ) ONEPATOP ' BHYTPIWHIX cnpas

rTC YKPRIHU Vl{pa'l'lm
YKPriAPOEHEPIO

pos
I H¢&:.5’TEX m A In MTB BANK KABIHET MIHICTP(B
uuuuuuuuuuuuuuuuuuuuuuuuuuu MITUBAHK. MOH KPATHA T YKPAIHU

BinbLwe iHpopmauii: hitps://it-integrator.ua/clients
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HAMNPAMKU OIANIbHOCTI

KIBEPBE3MEKA TA
3AXUCT IHOOPMALLIT

) OATA-LLEHTPU
()] TA CEPBEPHA
IHOPACTPYKTYPA F

MEPEXEBA @ IHKEHEPHA
IHOPACTPYKTYPA == IHOPACTPYKTYPA

\

4 e

SAFE CITIES

g_,o NMPOrPAMHE

3ABE3INEYEHHA

4

XMAPHI
CEPBICHU

R

CEPBICHA
NMATPUMKA

BUPOBHULTBO IK,
CEPBEPIB TA
3AXU LI.I,EHO'I' TEXHIKU

PILLEHHS! INDUSTRIAL
INTERNET OF THINGS
(I10T)

9 FAHYEBI PILLEHHA:
AnA OCBITH,
MEOMLUUHU TOLLO

3ACOBU
CYYACHOrIo
3B’A3KY
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BJIACHI YHIKAJIbHI PO3POBKHU PILLEHDb

3AXULEHA TEXHIKA

—

CEPINHE BUPOBHULITBO 3AXULLEHOI TEXHIKU:

- EnektpoHHa obuncnoBansHa mawmnHa EOM-I1 (poboya ctaHuis (EOM-I10), cepsep
(EOM IM1), moHo6ok (EOM-ITM)

- [Mpunaan camoxigHux o6'ekTiB (cucTemMHi 6110kK, cepBepun, MOHITOPU, AXxepena
6e3nepebiiHOro XnBNEHHSs), CTiNKI 40 MEeXaHIYHUX i KNiMaTUYHMUX BNNUBIB

- |HWe mepexeBe Ta TeriekoMyHikauinHe ycTaTKyBaHHSA

- Bigeo IP-tenedonun “KamepToH”

Cy4yacHa maTepianbHO-TexHi4YHa 6a3a, BUCOKUI piBEHb HAYKOBO-TEXHIYHOIO CTaHy Ta GaraTtopivyHum
Aocsig pobiT B HAaNpsAMKY po3po6bKK, BUTOTOBIIEHHS Ta CEPBICY TEXHIKKU, 3axXULLIEHOT Bif BUTOKY
iHbopMaUil TEXHIYHUMM KaHanamu.

JJOKYMEHTI/I ONnA BEOEHHA OIAJNIbHOCTI:
Ceptudikauii ISO 14001:2015, 1ISO 9001:2015, ISO/IEC 27001:2013
- JliueHsii Ha npoBagXeHHS rocnogapcbKol AiANbHOCTI 3 HagaHHA nocnyr y ranysi K31 ta T3l,
3atBepoxkeHi PilueHHamu [epkaBHoI cnyx6bu cneuianbHOro 38’a3Ky Ta 3axucty iHdopmauii
- CneuianbHu go3BiN Ha NPoBamKEHHS AisNbHOCTI, NOB’A3aHOI 3 AepPXXaBHOK TAEMHULEID




IT.Integrator

HeobMmeXxXeHoro nepioay.

BJIACHI YHIKAJIbHI PO3POBKH PI
KIBEPBYHKEP

r/_

Mg

Hebesnek, 30kpema, 3arposu knacy ransomware (nporpam BumMaradvis),
0BMEXMTU PO3MNOBCHOAXKEHHS LLKIANNBOTO NPOrpamMHoro 3abesneveHHs T
3HU3UTU KiNbKICTb AOCTYMNHUX 3rTIOBMUCHWKaM BEKTOPIB aTak.

NEPEBAIA PILLUEHHA:

«IT-lHTerpaTop» mMae gocsig peanisadii pagy npoekTis noaydosu KibepbyHkepiB Ans BULLMX

LlinicHicTb pe3epBHUX KOMIN ‘
BigHOBNEeHHs gaHux y BUNaaKy ataku BiabyBaeTbecs 3a NiveHi XBUIMHU
3axucT Big cknagHux kibepatak

IHCTpYyMeHTU Anga po3cnigyBaHHSA KibepiHUMAEHTIB

AepXXaBHUX opraHiB YKpaiHu Ta nignpueMcTB KPUTUYHOI IHPPaCTPYKTypu y i
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KIBEPBE3INEKA TA
3AXUCT IHOOPMALLI

Tier 1: Partial

- Next Generation Firewall

- Asset & Patch Management
- Endpoint Protection

- Multifactor Authentication

Tier 2: Risk Informed

- Secure Web Gateway

- Network Access Control

- Vulnerability Management

- Cyber Deception System

- Endpoint Detect & Response
- Secure Mail Gateway

- Privileged Access Manager

PeanizoBaHi NPOEKTMU:
- ATEK

- HbY

- KMY

- MA Bopwucninb

- YKp3anisHuus

Tier 3: Repeatable

- Web Application Firewall

- Network Detect & Response

- AD Enhanced Security

- Security Information Events Manager
- Enterprise Mobility Manager

- Data Loss Prevention

- Database Firewall

Tier 4: Adaptive

- Cloud Access Secure Broker

- Policy Management & Compliance

- Attack Surface Management

- Security Orchestration Automation & Response
- eXtended Detect & Response

- User Entity Behavior Analysis

- Identity & Access Manager

ST
(of LY ofe

@ Symantec ©

F::RTINET §§ % paloalto



IT.INntegrator OATA-LIEHTPU

- HauioHanbHun baHk YkpaiHu

- YKpTeneKkom | " Pormer 5

ol
. Do "‘L‘:_._.
- AyawuT i npoekTyBaHH4A BCix nigcuctem LIOL, a Takox MoaynbHUX AaTa-LeHTpiB . - "’q _ ) ; i"_
- OBuncntoBanbHa, Mepexesa iHppacTpyKTypa Ta iHdpacTpykTypa 369p|raHH9| ,D,&I-] ;" ' 'f,_":! g
- PosnogineHi KaTaCTpoq.‘)OCTII/IKI Loa 'v‘;_ 1. . 3 -’
- [inepkoHBEpPreHTHi cuctemm - .,, o
- [lobynosa iHdpacTpykTypn, opieHTOBaHOI Ha goaatku (SDN) 5 '.,i o
- lUndppysaHHsa aanHunx mixx LIOO fe r-: o B
- CepsicHa nigTpumka i aytcopcudr LOL : " ‘ ‘ ' |
- "." . Y.
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- KpenobaHk Enterprise L
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HUAWEI
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MEPEXEBA IHOPACTPYKTYPA

- JlokanbHi mepexi

- PosnogineHi kopnopaTuBHi Mepexi

- besgpotosi mepexi Wi-Fi 3 cepBicom reornokauii i po3LInpeHo aHaniTMkor
- [porpamHo-kepoBaHi mepexi (SDN-pilLeHHS)

- Cuncremun ynpasniHHA MepexeBoto iHPPaCTPYKTYPOIO

- YHipikoBaHi KoMyHikauii

o B
PeanizoBaHi NpoekTu:  —
- KabineT MinicTpis YkpaiHu ol Hewlett Packard
- Totenb «Aloft» (Marriott) CIsCo Enterprise

et O - HaujoHanbHui BaHk YkpaiHu ., "
e A - YkpHadTa h d
Y I e g - KoHuepH ManHadgToras rlver e %Aé

R A




IT.Integrator MIFPALISA Y XMAPY

- Ayaut IT-iH(bpacTpyKTypu 4N OUiHKM rOTOBHOCTI Mirpauil
- KoHcynbrauii y Bubopi nnatgopmm

- Pospobka nnany mirpauii

- PesepBHe konitoBaHHA y Xmapy

- [licnsaBapivHe BiQHOBIEHHS

- KepyBaHHS xMapHOt0 iHPaCTPyKTYpOr

- [locnyru 3 kibepbesneku

- T

XmapHi nnardopmm

- Amazon Web Services a vimmware
- Microsoft Azure
- VMware Cloud on AWS -..'

- Oracle Cloud ORACLE :‘

N
amazon
webs

services




E3MEYEHHA BE3NEPEPBHOCTI BIBHECY

PiweHHs, Wo 403BONSAOTE OpraHidyBaty 6e3nepepBHICTb cepiiciB abo npocTui
nepexig Ha pesepBHi MangaH4YMKn y pasi kKatactpod

.

- VSAN — nporpamHo-B13Ha4eHa cméTenvla 30epiraHHs, Wo go3sonse nodyaysatu
cucTeMy 3bepiraHHs, po3TArHyTY Ha Kinbka gaTta-LeHTpiB

- NSX-T — nporpamHo-BM3Ha4YeHa MepexeBa niacucrema, Lo 0o3Bonse 6yaysaTu
PO3TArHYTI Ha KifbKa gaTtaueHTpiB Mepexi Ta 3abe3neyunT MikpocermeHTaLito Mepexi
ans 11 3axucty

- Site Recovery Manager — cuctema, LWo 403BOMSE aBTOMaTN3yBaTh cueHapil

‘nNepeMnkaHHAa Ha pe3epBHi MangaH4YuKkm 3a noTpeodun.

- OHOBINEHHS CepBiCHUX KOHTPAKTIB Ta NPOrpamMHOro 3abesne4yeHHs Ha

onTMMarnbHUX yMOBax ANA NiABULLEHHS piBHA Kibepbeanekun Ta yHKUioHany

vmware



IT.Integrator BNACHE BUPOBHMLTBO i

BupobHunuyTtBo ob4umncnoBanbHol TexHiku nig TM "PrimePC" posnoyanocs 15 cepnHg
2000 poky. CborogHi BupobHmumi nigpo3ain Prime Computers € oaHuUM 3 nigepis Ha
yKkpalHcbkoMy puHKY 3 Bunycky K. Prime Computers nponoHye cyyacHi mogeni, B

TOMY YUCAIi 3 MOXNUBICTIO iIHAUBIAYaNbHUX 3aMOBMEHb NI, KMieHTa.

LLinpoknin mogensHUi pia Ao3Bonse nigibpaty onTuManbsHe pilleHHs B 3aneXHOCTi Big

Linen Ta 3aBgaHb 3aMmoBHUKa. Cepeq iHworo, Prime PC nponoHye noTy»KHi poboui
CcTaHUuil onga HaB4YaHHA onepaTtopiB bINJ1A 3 BUKOPUCTAHHAM TEXHOSOriT 4OMNOBHEHOI

pearibHOCTI.

s B

KoHBeepHUi TN BUPOOHMLTBa [O3BOSISAE 3abe3neyyBaTu
BeNMKi BUPOOHUYI NOTYXHOCTi:

- 0o 100 cepsepiB 3a MicsLb
- oo 2500 K 3a micaub
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IHHKEHEPHA IHOPACTPYKTYPA

e

- CTpykTypoBaHi kabenbHi cuctemm

({ - EnekrtpoTtexHiyvHi pilueHHs Ta mxeperna 6e3nepebiiHOro XXMBreHHS

- Cucrtemun KoHONLIOHYBaHHS

- ®isnyHa 6e3neka: CUCTEMM KOHTPOIO AOCTYNY; Bi4EOCNOCTEPEKEHHS;
noXexHa besneka; OXOpOHHa CUrHanisauiq; iHTerpoBaHi KOMnnekcn 6esneku;
CUCTEMM OMOBILLEHHS TOLWO

‘O ‘

- AygioBidyanbHi KoMnnekcu

4 I
‘ ~ PeanisoBaHi NPOEKTU: | ®
\ \ - Apcenop Mittan AKISAA I'.'I Iegrand
- A3oBcTarnb x
- KniBenepro @ H APC
\ b A,EI,MIpaJ'I K‘ny6 anwha by Schneider Electric mileStone
- NoTeni Cnopr, Aloft
PaNDUITT  COMMSCOPE = R&M




IT.INntegrator SMART & SAFE CITIES

- €OVHUN KOMaHOHWM LEHTP KOHTPOSO Ta ynpaBIliHHSA
- Micbkuin LeHTp 06p0obKM AaHKX

- Cuctema onosilleHHS

- KoHTakT-ueHTp

- YHiBepcarnbHa TpaHCNopTHa Mepexa

- [NporpamHo-anapaTHuii KOMNEeKC BiAEOCNOCTEPEXEHHS | BifeoaHaniTUKu.
- Cuctema MOHITOPUHrY Ta ynpaBIliHHA AOPOXHIM TpadikoM i rpoMagCbKum ‘Tbchno y
- YnpasniHHA napKyBasfibHUM NPOCTOPOM

- MoHiTOpPWHI HaBKONULLUHBLOIO cepeaoBULLa
- YnpaBniHHS OCBITIEHHAM

- Micbknn noptan

PeanizoBaHi NPOEKTH: | -
DeLL ArC:

- 3anopi3bka Micbka paga raia O
- JlyubKnin MICbKUW LEHTP
- MicTto boroayxis

milestone AXIS »

COMMUNICATIONS




IT.Integrator PALIO3B’SA30K TA 3ACOBM KOMYHIKAL|IA
-

B ymoBax BOEHHOrO Yacy HasiBHICTb HadinHUX Ta 6e3ne4YHnx 3acobis

3B'FI3Ky KPUTUYHO BaKrnumsa.

-
PiLweHHs
- HasemHui MobinbHMn pafio3B’sa30K
- LTE-piweHHsa ons rpomaacbkoi 6e3neku
- [lporpamHe 3abe3neyeHHs Ans PyHKUIOHYBaHHSA CUTYaUiMHUX LEHTPIB
- BipeoHarnap ta ananituka

.

"IT-lHTerpaTop" Mae HanBULLMK CTaTyC NAapTHeEPCTBa Ta NPAMUNA KOHTPAKT 3
Motorola Solutions, Lo 403BONA€E 34IMCHIOBATY LWBUAKI MOCTaBKM NPOAYKLIT

3a onTUMaribHUMU LjiHaMMW.




IT.Integrator LUIHHOCTI TA MEPEBAIU «IT-IHTEFPATOP»

J'II}J,EE PUHKY 3 6aratopivyHum BMNACHE BUPOBHULITBO FAJ'IVSEBA CIjELlM¢IKA
AOCBIfOM, EKCMEpT Ta areHT Ta WraT KeanidikoBaHNX IT-haxisLis (nepwi Ta YHIKanbHi BNPOBaZXeHHS
TEXHOSOTMYHUX 3MiH B KPUTUYHIN iHDPACTPYKTYPI)

MYNBTUBEHOOPHICTb Ta HasiBHICTb PEAJIISALIA NMPOEKTIB PO3POBKA YHIKANbHWX
MDSIMIAX KOHTPAKTIB 3 ypaxyBaHHsAM Gi3Hec-3aBaaHb

S NPOAYKTIB Ta pilleHb
KnieHTIB




IT.INntegrataor

TOB «IT-IHTECPATOP»

Byn. Cim'T bpoacbknx, 31-33
Kunig, 03057, YkpaiHa
+380 44 538 00 69
info@it-integrator.ua
www.it-integrator.ua




