
Security Operation Center:

ʨʦʩʢʦʰʴ ʠʣʠ ʥʝʦʙʭʦʜʠʤʦʩʪʴ?



ʉʣʝʜʫʶʱʠʡ!

Locky             Cerber              Spora            Wannacry

Nyetya

ʏʪʦ ʧʨʦʠʩʭʦʜʠʪ



ʇʦʜʧʨʠʮʝʣʦʤʙʠʟʥʝʩʚʩʝʭʨʘʟʤʝʨʦʚ

ʏʪʦ ʧʨʦʠʩʭʦʜʠʪ

ʀʩʩʣʝʜʦʚʘʥʠʝ

Symantec



ʀʩʪʦʯʥʠʢʫʛʨʦʟ: WEB-ʙʨʘʫʟʝʨʳ

ʏʪʦ ʧʨʦʠʩʭʦʜʠʪ

ʀʩʩʣʝʜʦʚʘʥʠʝ

Symantec



ʀʩʪʦʯʥʠʢʫʛʨʦʟ: E-MAIL

ʏʪʦ ʧʨʦʠʩʭʦʜʠʪ

ʀʩʩʣʝʜʦʚʘʥʠʝIBM Security



ʀʩʩʣʝʜʦʚʘʥʠʝGoogle

ʇʦʯʝʤʫ ʧʨʦʠʩʭʦʜʠʪ



ʄʳ ʛʦʪʦʚʠʤʩʷ ʢ ʫʞʝ ʧʨʦʰʝʜʰʝʡ ʚʦʡʥʝ

Åʀʟʚʝʩʪʥʳʭ ʫʛʨʦʟ ʚ ʦʙʱʝʤ çʧʫʣʝè -ʜʦ 95%

Åɼʝʡʩʪʚʠʪʝʣʴʥʦ ʦʧʘʩʥʳ -ʦʩʪʘʚʰʠʝʩʷ 5%

ʅʝʭʚʘʪʢʘ ʨʝʩʫʨʩʦʚ

Å ʅʝʧʦʜʲʸʤʥʳʝ ʦʙʲʸʤʳ ʩʦʙʳʪʠʡ ʜʣʷ ʨʫʯʥʦʛʦ ʘʥʘʣʠʟʘ

Å ʆʪʩʫʪʩʪʚʠʝ ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʧʝʨʩʦʥʘʣʘ

Å ʆʪʩʫʪʩʪʚʠʝ ʥʝʧʨʝʨʳʚʥʦʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ 

Å ʆʪʩʫʪʩʪʚʠʝ ʝʜʠʥʦʡ ʪʦʯʢʠ ʢʦʥʪʨʦʣʷ

ʆʪʩʫʪʩʪʚʠʝ ʢʘʢ ʩʨʝʜʩʪʚ, ʪʘʢ ʠ ʧʨʦʮʝʩʩʦʚ: 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʅɽ ʨʘʟʦʚʘʷ ʘʢʮʠʷ !

ʇʨʝʜʧʦʩʳʣʢʠ çʫʩʧʝʭʘè



ʏʪʦ ʜʝʣʘʪʴ ?



NIST Best Practices:

1. Develop your defenses based on the principle that your

systems will be breached.

2. Cybersecurity is never just a technology problem, itôsa

people, processes and knowledge problem.

é

ʆʪʚʝʪ ʝʩʪʴ

Security is a process, not a product. (Bruce Schneier, CTO of IBM Resilient)



Åʃʶʙʘʷ ʘʪʘʢʘ ïɻ ʪʦ ʮʝʧʴ ʩʦʙʳʪʠʡ

Åɻʣʘʚʥʦʝ ïʦʙʦʨʚʘʪʴ kill chain !

-ʚʥʝ ʟʦʥʳ ʚʣʠʷʥʠʷ ʦʨʛʘʥʠʟʘʮʠʠ

-ʚ ʟʦʥʝ ʚʣʠʷʥʠʷ ʦʨʛʘʥʠʟʘʮʠʠ

ʆʪʚʝʪ ʦʯʝʚʠʜʝʥ
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ʆʪʚʝʪ ʦʯʝʚʠʜʝʥ ?


